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1 Purpose
The purpose of this document within QA process is to formalize the way the CFSI cases are 
managed for the ITER Project.

2 Scope
This procedure describes in detail how to manage the:

 CFSI cases detected by IO/DAs staff. 
 CFSI cases detected by contractors /suppliers staff.
 CFSI cases detected (alerted) by suppliers / contractors in the scope of other projects but 

with potential impact on the ITER Project.  
 CFSI cases detected (altered) by external entities (ASN or other regulatory bodies, other 

nuclear operators, media etc.) in the scope of other projects but with potential impact on 
the ITER Project.

Requirements for DAs and contractors /suppliers are defined in the Annex 1 of present procedure. 

3 Definitions and acronyms
Complementary or as quoted in ITER_D_2MU6W5 - ITER Abbreviations:
Term Acronym Definition
Autorité de Sûreté Nucléaire ASN French Nuclear Safety Authority
Counterfeit Fraudulent & 
Suspect Items

CFSI Counterfeit item - Intentionally manufactured or 
altered to imitate a legitimate (original) product without 
the legal right to do so. A counterfeit item is one that 
has been fabricated in imitation of something else with 
purpose to defraud by passing the false copy for genuine 
or original or is an item copied without the legal right 
or authority to do so.
Fraudulent Item - Items that are deliberately 
manufactured or altered in such a way as to 
misrepresent the actual quality of the item with intent to 
defraud or deceive the purchaser. 
Suspect Items - suspected of being counterfeit, 
fraudulent, or substandard

Corrective Action Request CAR Corrective action to eliminate the cause of 
nonconformity

Root Cause Analyse RCA Root Cause Analysis is the simple application of a series 
of well known, common sense techniques, which can 
produce a systematic, quantified and documented 
approach to the identification, understanding and 
resolution of underlying causes. See ITER_D_2X4E9A 
- Root Cause Analysis Leaflet for RCA methods. 

Safety & Quality Department SQD
Procurement Division PRD
Task Force TF Dedicated team assigned for CFSI case evaluation and 

management. see chapter 6.2.3

https://user.iter.org/?uid=2MU6W5
https://user.iter.org/?uid=2X4E9A
https://user.iter.org/?uid=2X4E9A
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4 References

[1]
IAEA-TECDOC-1169 - Managing suspect and counterfeit items in the nuclear industry

[2]
EPRI – 1019163 - Plant Support Engineering: Counterfeit and Fraudulent Items Mitigating 

the Increasing Risk

[3] ITER_D_WPEKQ3 - from ASN - Note aux exploitants d'installations nucléaires de base - 
Déclinaison des exigences de l'arrêté INB pour la prévention, la détection et le traitement des 
fraudes - FR

[4] ITER_D_45W8DM - ASN Guide relating to the declaration and coding terms of criteria 
relating to significant events involving safety, radiation protection or the environment 
applicable to basic nuclear installations and the transportation of radioactive material - EN

[5] ITER_D_22F53X - Procedure for Management of Nonconformities

[6] ITER_D_7XJYTW - How_to_manage CFSI suppliers for IN CASH process

[7] ITER_D_VFY4W6 - Management of ASN Inspections and Follow-up

[8] ITER_D_W4W5SZ - WI for Supplier Performance and Reliability Evaluation

5  General principles  

no When CFSI can be detected? Where CFSI can be 
detected?

Who can detect CFSI?

1 During documentation review of 
manufactures / contractors (certificates, 
reports etc). During acceptance of 
supplier and contractors documentation 

IO /DA/contractors 
premises

IO / DAs/ contractors staff 

2 During manufacturing activities Supplier /contractors 
premises

IO / Das / Suppliers / 
contractors staff 

3 During inspection and testing activities Supplier /contractors 
premises

IO /DAs/ contractors staff  

4 During receiving inspection activities ITER site (reception area) IO /DAs/ contractors staff 
5 During storage time (warehouse 

activities)
ITER site (warehouse) IO / contractors staff 

6 During assembly and installation 
(construction) activities 

ITER site (construction 
site) / Contractor 
permises

IO / DAs/ contractors staff 

7 During commissioning phase ITER site IO staff  
8 During operation and maintenance 

activities 
ITER site IO staff 

9 During quality supervision activities Supplier /contractors 
premises

Qualified quality 
inspectors (IO staff or DAs 
staff)

10 During quality audits Supplier /Contractor 
premises/ DAs/ ITER site

Qualified auditors

11 CFSI case communicated / alerted by 
external entities

IO/DAs/contractors Regulatory bodies – ASN, 
Media. Other nuclear 
operators

https://user.iter.org/?uid=WPEKQ3
https://user.iter.org/?uid=WPEKQ3
https://user.iter.org/?uid=WPEKQ3
https://user.iter.org/?uid=45W8DM
https://user.iter.org/?uid=45W8DM
https://user.iter.org/?uid=45W8DM
https://user.iter.org/?uid=22F53X
https://user.iter.org/?uid=7XJYTW
https://user.iter.org/?uid=VFY4W6
https://user.iter.org/?uid=W4W5SZ
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For CFSI management the following steps* are required:
1. Detection of CFSI.
2. Communication and recording of CFSI.
3. Evaluation/ investigation of CFSI. 
4. Raise MAJOR NCR and proceed with NCR treatment till closure.
5. Management decision with regards to contract management with the supplier identified 

as CFSI generator
6. Supplier (generator of CFSI) rehabilitation.

*Note: For CFSI cases where the investigation identifies that there is no impact on the ITER 
Project the steps 4, 5 and 6 are not applicable. 

 Relationships between terms related to CFSI.
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6 Workflow        6.1 Flowchart

6.1.1  CFSI management 
Any IO/DAs/ Contractor staff / ASN

(CFSI identifier ) TF Team SQD (QARO/SRO) PRD (PRO)

Identification of 
CFSI  / CFSI alert 

Step 1         

Communication & recording the CFSI
Step 2

Ensure interface with supplier / contractor. 
Apply  contractual prevision (as per TF team 
recommendation).  Update IO supplier list –

CFSI flag [5]
Step 2 & Step 5

End

YES

YES

Evaluation/investigation of CFSI
Step 3

Impact on ITER 
project is 

confirmed?

NCR treatment till closure – Identify and implement the remedial actions /  Perform RCA and define CAR/ close the 
NCR after Remedial actions and CAR are closed (As per NCR procedure)

Step 3 & Step 4

INFORM ASN
Step 2 

CFSI case is 
confirmed

YES

YES

NOT CONFIRMED

NOT CONFIRMED 

Escalate to the IO management the CFSI case –
for decision with regards to contract 

management 
Step 5

Escalation 

NCR Closed

RAISE  MAJOR NCR
Step 4 



Page 6/14

6.2 Description of steps

6.2.1 Step 1. Detection of CFSI
The CFSIs can be detected by all the stakeholders involved in the ITER Project.

- IO and DAs staff,
- Contractors and suppliers staff, 
- Regulatory bodies (ASN) or other external entity.

For CFSI identification the following guidance and checklists should be applied and consulted: 
- ITER_D_XKUKAX - Guideline for identification (Symptoms) of Counterfeit, Fraudulent 

and Suspect Items (CFSI)
- ITER_D_8SQYQQ - CFSI Checklist - Welder and Welding Operator Qualification 

Certificate
- ITER_D_8WM7BK - CFSI Checklist - On-site welding supervisor
- ITER_D_8ALCJD - Preventive measures to avoid and/or early detect CFSI cases

If the CFSI is suspected within the ITER Project, immediate investigation shall be started to ensure 
confirmation (or not) of CFSI case. 

Confirmation of CFSI impact on ITER Project means that the suspect item/activity is confirmed as 
counterfeit / fraudulent item/activity with impact on (affecting) ITER components, structures and 
activities.  

6.2.2 Step 2. Communication and recording of CFSI.
The following communications are requested for CFSI management:

1. Communication (by IO) to IO staff / DAs/ contractors/ suppliers
2. DAs / Contractors communication to IO 
3. Communication to ASN

All the CFSI cases need to be communicated/announced to SQD (QARO and /or SRO) and Legal 
Affaire (LGA) to ensure further investigations and treatment. SQD has responsibility for CFSI 
management and coordination. 

Each CFSI case shall be recorded in IO CFSI register (8R8USJ – restricted access folder) maintained 
by QMD. The recording shall be done by QARO of affected area. The CFSI register shall be 
periodically updated with the relevant information and CFSI status. 

https://user.iter.org/?uid=XKUKAX
https://user.iter.org/?uid=XKUKAX
https://user.iter.org/?uid=8SQYQQ
https://user.iter.org/?uid=8SQYQQ
https://user.iter.org/?uid=8WM7BK
https://user.iter.org/?uid=8ALCJD
https://user.iter.org/?uid=8R8USJ
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1. Communication to IO staff / DAs/ contractors 

All the CFSI cases identified by IO need to be communicated to the relevant IO staff, all the DAs and 
affected contractors. 

The communication to the DAs and contractors is under IO responsibility as following:
- PRD will ensure communication to the relevant contractors/suppliers (official letter signed by 

PRD Head, SQD newsletter, meetings)
- SQD will ensure communication to the DAs (by email to the contact persons identified by 

each DAs, letters, SQD newsletter and meetings). 

The IO staff shall be informed about CFSI cases on a need-to-know basis respecting the rules as 
following:

- The PRD staff shall be informed about all CFSI cases (to ensure full awareness and to consider 
the information for future tendering phases. For details please see [6]). 

- All IO management team shall be informed about CFSI cases. Further distribution of CFSI 
cases may be cascaded by the IO managers to their assigned staff considering the legal aspects 
and confidentiality arrangements. 

- The IO staff that receive the information about CFSI case shall not distribute/ communicate the 
information to other external organizations unless authorization is given by DG (or appointed 
representative).

DAs and contractors/ suppliers shall establish internal rules for CFSI communications, considering 
confidentiality and legal requirements. 

Further communication in the supply chain (lower-level layers – sub-contractors / sub-supplier) shall 
be ensured by different stakeholders respecting contractual requirements /interfaces.
 

2. DAs / Contractors communication to IO on the detected CFSI cases.

All the CFSI cases identified by DAs and contractors need to be communicated to IO (SQD) to ensure 
further investigations and ASN interface /communications. 

The communication between DAs / contractors and IO with regards to CFSI management shall be 
applied using email and/or letters (contact persons: QARO, SRO, QMD Head, and SQD Head).

In case a CFSI case is communicated to IO staff (other than SQD staff), the information needs to be 
immediately submitted to SQD (responsible for CFSI management and coordination). 

For the CFSI case detected by DAs / contractors, the investigation team (TF – see chapter 6.2.3) shall 
include the DAs and contractors representatives (CFSI identifier). The communication between 
stakeholders shall be applied during all the phases of CFSI treatment (identification, investigation, 
treatment and closure).

For communication/interface, each DAs/contractor shall nominate a contact person for CFSI 
management (QA manager of DAs/contractors is recommended).
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3. Communication to ASN (via SQD)

Communication to ASN of confirmed CFSI case is a mandatory requirement as per ref. [3] and [4].   

If the confirmed CFSI case may have potential or actual consequences on the protection of interests 
that make it fall in the category of “significative event”, it must be declared to the ASN within 2 
working days following the guidelines for declaring such events (ref [4]). 

If there are no potential or actual consequences on the protection of interests, the CFSI case shall be 
declared to ASN as soon as possible to case detection, but there is no regulatory deadline for the 
declaration in that case.

For the ASN alerts on CFSI cases identified in nuclear industry, the investigation results (impact on 
the ITER Project or not) shall be communicated to ASN as per defined rules and timeframe established 
by SQD. 

For the CFSI major NCRs, the NCR closure shall be reported (by SQD) to ASN providing all the 
necessary information and evidence (letters, ASN inspections). 

6.2.3 Step 3. Evaluation/ investigation of CFSI. 

Who? 
For the CFSI case investigation/ evaluation a task force (TF) team shall be established by QMD Head 
with the following participants:

No TF members Role 
1 SQD Head and 

QMD Head
To be continuously informed and ensure escalation to high 
management and decision making

2 QARO TF Leader
3 SRO   Provide all the necessary information – safety point of view 

and ensure communication with ASN

4 TRO / CRO Provide all the necessary technical information

5 PRD (PRO) To provide all the necessary contractual information. Ensure 
escalation to the IO management and contact termination as 
per decision.  

6 Legal Affaire RO Legal Affaire RO to provide expertise – legal point of view 
(for specific CFSI cases where the legal requirements need to 
be applied/ police and justice interface).

7 CFSI Identifier Provide all the necessary technical information.
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When?
First initial evaluation of suspect items/activity shall be applied to ensure that suspect item/activity is 
confirmed as counterfeit /fraudulent item/activity and impact on the ITER Project. 
The initial evaluation of CFSI and impact on the ITER Project shall be done with high priority 
(maximum 1 week starting from the time of CFSI announcement). 

Second detailed evaluation is required for the confirmed CFSI cases with impact on the ITER Project 
when major NCR is raised. Investigation is part of RCA. 
CFSI investigations (Root Cause Analyse) for the confirmed CFSI cases with impact on the ITER 
Project shall be done within max 2 weeks starting from approval of stage 1b of major NCR raised to 
CFSI confirmed case. 
For complex investigations timeframe for this phase may be extended with QMD Head approval.

How?
a) Initial evaluation of CFSI for confirmation of suspect CFSI. 

In the first phase, the items/activity are suspected to be counterfeit /fraudulent and requires 
confirmation if the CFSI case has impact on the ITER Project or not. 

All suspect CFSI cases shall be recorded in the CFSI register and strictly followed until final resolution. 
The major NCR shall be raised only if the suspect CFSI case is confirmed with impact on the ITER 
Project.  

The suspect items/activity require detailed investigations and verification to collect all the necessary 
evidence that the suspect item/activity is confirmed as counterfeit/fraudulent items/activity. For the 
confirmed CFSI, all the evidence and reports required for confirmation of CFSI case shall be attached 
to the major NCR. 

After CFSI initial investigations three resolutions shall be applied as following: 
No Resolution for suspect CFSI after 

investigation
Communication 
to IO/ASN/DA 
/contractors 

CFSI treatment 

1 Suspect CFSI – NOT confirmed. No Close

2 Suspect CFSI – Confirmed as 
CFSI with impact on the ITER 
Project. 

Yes Raise major NCR.
Treatment of NCR (Remedial action 
implementation, RCA, CAR 
implementation, NCR closure). 
Communication to PRD to be considered for 
actual and future procurements (see [6]).

3 Suspect CFSI – Confirmed as 
CFSI  with no impact on the ITER 
project. 

Yes Close CFSI
Communication to PRD to be considered for 
future procurements (see [6]). 
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b) Evaluation of CFSI cases communicated by DAs/ Contractors with potential impact on the 
ITER Project. 

Such CFSI are confirmed CFSI cases already investigated by DAs /contractors.

For each confirmed CFSI case communicated by DAs/contractors the IO shall recheck the CFSI (to 
provide final confirmation) and verify if there is an impact on the ITER Project. 

For such cases a major NCR shall be raised (see chapter 6.2.4). Investigation results shall be always 
communicated to CFSI identifier, CFSI generator (via PRD) and ASN. 

For complex investigations, the TF leader shall write a report summarizing the investigations carried 
out and conclusion (global impact on the ITER Project). The TF report shall be recorded in the CFSI 
register and part of NCR attachments. 

c) Evaluation of CFSI cases communicated by regulatory bodies (ASN) with potential impact on 
the ITER Project. 

For all CFSI cases alerted by ASN, the TF leader (QARO) will proceed with the following steps:
- Proceed with internal IO investigations to check if there is impact on the ITER Project:

 Check IO supplier list (communication with PRD – see [6])
 Propagate the CFSI case to IO technical teams and request investigations (if impact on 

ITER Project or not). 
- Request to each DAs representatives to investigate if the CFSI case has impact on the ITER 

Project or not. The results shall be communicated to IO within defined due dates (as requested 
by IO).

Each DAs and contractor shall evaluate the CFSI case and identify if there is any impact on the 
products that are about to be delivered to IO or any impact on their activities. Evaluation results for 
each CFSI case shall be communicated to IO within the required timeframe (following return route).

If the CFSI case is confirmed with impact in DAs and contractors, then the affected entity (DAs/ 
contractors) should prepare a report to summarize the investigations and results and submitted to IO 
(TF Team leader - QARO). 

If the there is no impact on the ITER Project (ASN alert), the report should be recorded in a dedicated 
IDM folder (might be requested by ASN). 

For the CFSI case where impact on IO is not confirmed the investigation results need to be 
communicated (SQD responsibility) to the concerned entities (organization that communicate the CFSI 
case, ASN, etc). 
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6.2.4 Step 4 – Raise MAJOR NCR and proceed with NCR treatment till closure.

When a CFSI case is confirmed and impact on the ITER Project is also confirmed, a major NCR shall 
be raised (within maximum 2 days from the CFSI confirmation) to proceed with the deeper 
investigation (RCA – Root Cause Analysis) and to identify the further corrective and preventive 
actions. 

The CFSI major NCR shall be treated following the ITER_D_22F53X - Procedure for management of 
Nonconformities. 

For the RCA, the TF team involved initially in the CFSI case evaluation will also ensure the preparation 
of RCA report. 

As RCA methodology (see ITER_D_2X4E9A - Root Cause Analysis Leaflet) the following methods 
are recommended:

- 5 why method or Ishikawa diagram,
- other RCA method may be used considering NCR complexity.  

The RCA report is required to be prepared (within two weeks), reviewed by task force member and 
approved by SQD head. Report to be uploaded in IDM specific folder 
(https://user.iter.org/?uid=7MQV2D).

During CFSI case investigations (RCA), extension of the condition shall be applied as following:
- Identify all the contracts / areas impacted by CFSI case. For CFSI case investigation (extension 

of conditions) PRD role is to identity all the contracts where the supplier is involved. 
- Identify all the affected equipments and structures impacted by CFSI case. 

If the extension of the CFSI condition identify new impacted area (other than the initial affected area), 
then the TF team need to be enlarged with all the required responsibles (to ensure identification of 
required remedial and corrective actions for all the affected areas). 

For the corrective actions identified during RCA, QARO will raise JIRA actions and will ensure 
follow-up of NCR/ CARs closure. JIRA action links shall be referred in the NCR database to ensure 
full traceability between CFSI NCR and corrective actions. 

QARO will organize periodic meetings with the assignee involving all the members of TF team. 

Condition for CFSI NCR closure:
- all the remedial actions closed.
- RCA approved. 
- Corrective actions closed with clear evidence.

After CFSI NCR closure, the TF leader shall inform the all the interested parties (CFSI generator, 
ASN, TF team members, affected entities, etc). 

https://user.iter.org/?uid=22F53X
https://user.iter.org/?uid=22F53X
https://user.iter.org/?uid=2X4E9A
https://user.iter.org/?uid=7MQV2D
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6.2.5 Step 5 – Management (DG or appointed representative) decision with regards to contract 
management with the supplier identified as CFSI generator

This step is applicable only for the CFSI cases when impact on the ITER Project is conformed. 

The RCA and CFSI investigation report prepared by TF team shall provide recommendations with 
regards to contract management (contract termination or not) and further required actions having 
interface with contractor. 
For each CFSI case, IO management (DG or appointed representative) together with PRD shall take 
decision with regards to further management of the contract with the supplier/ contractors that generate 
the CFSI case. 

6.2.6 step 6 – Supplier (generator of CFSI) rehabilitation (if required). 
The rehabilitation of the supplier involved in CFSI shall be applied for the following situations:

- Supplier is involved in on going IO/DAs contracts and contract termination will have 
significant impact on the ITER Project. The request for supplier rehabilitation shall be 
submitted (email or letter) by CRO/ TRO to SQD head.

- Supplier participate to the tendering phases with possible contract awarding (no other 
alternatives to select other supplier). The request for supplier rehabilitation shall be submitted 
(email or letter) by PRD head to SQD head. 

- Supplier require for rehabilitation and is strongly willing to recover the situation.  The supplier 
request for rehabilitation shall be formalized with official letter submitted to IO management 
(DG). 

For supplier (generator of CFSI) rehabilitation the following steps shall be applied:
- A detailed action plans shall be prepared by supplier (CFSI generator) and submitted to IO for 

approval.
- After actions plan implementation 

 IO shall perform a quality audit (in case of IO direct contract) to verify the actions and 
to assess the electiveness of quality management system implementation.

 DAs should perform a quality audit (In case of DAs contracts) to verify the actions and 
to assess the electiveness of quality management system implementation.

- The audit results shall be presented to the IO management to decide if the supplier may be used 
or not for the ITER Project scope.

- The IO decision for supplier rehabilitation depends on the audit results and supplier response 
on the audit findings. Such decision shall be taken by IO management only.

Conditions for supplier rehabilitation: 
- Positive audit results (meet the requirements / exceed the requirements). No major NCRs raise 

during the audit.
- Supplier on time response for closure of audit findings. All the actions closed on time as per 

agreed actions plan. 
- Follow-up audit with positive results – all audit findings are closed. 

If the supplier was rehabilitated, then the IO supplier list shall be updated (remove the CFSI flag – see 
[6]) and official letter shall be submitted to the supplier and other involved parties to communicate the 
IO decision. 
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For such case ASN shall be informed with all the details and evidence required to demonstrate the 
supplier rehabilitation. 

The supplier rehabilitation letters/ correspondence shall be signed by DG (or appointed representative).

7 Records
Output Author(s) Reviewer(s) Approver To be informed
CFSI Register QMD (QAROs) QMD Head

PRD Head 
(or delegated)

SQD Head All IO managers

Output Template Place to 
store

Doc type Naming convention Retention 
period, years

CFSI Register

https://use
r.iter.org/?
uid=8R8U

SJ
8R8USJ List List of CFSI cases Permanent

CFSI 
investigations 

Emails / 
Reports 7MQV2D Report

CFSI Investigation – name 
of CFSI generator Permanent

8 Interactions with other processes 

8.1 Interaction with In-Cash procurement process
All CFSI cases shall be communicated to the PRD to be taken into account for future procurements. 
The PRD will maintain a list of IO supplier. When a CFSI case is confirmed, PRD shall record the 
information in the IO supplier list (CFSI flag will be added to the supplier involved in CFSI). 
The CFSI flag is acting as an alert to the PRD and if during tendering process such supplier (CFSI 
generator) is involved/ participate then the PRD shall immediately contact SQD head for further 
decisions and escalations. 

Normally the suppliers involved in CFSI cases (CFSI generator) should not be awarded during 
tendering phase unless the supplier was rehabilitated (see chapter 6.2.6). Such situation requires 
confirmation and consultation with Head of LGA. 
For details, please see ITER_D_7XJYTW - How_to_manage CFSI suppliers for IN CASH process. 

CFSI cases shall be taken into account for supplier performance and reliability evaluation and per 
[8].

https://user.iter.org/?uid=8R8USJ
https://user.iter.org/?uid=8R8USJ
https://user.iter.org/?uid=8R8USJ
https://user.iter.org/?uid=8R8USJ
https://user.iter.org/?uid=7XJYTW
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8.2 Interactions Quality assurance process 
As per chapter 6.2.4 Step 4. 

8.3 Interaction with Nuclear Safety process
Communication with ASN is ensured, reporting the CFSI cases and results of CFSI investigations. 
ASN inspections with regards to CFSI management is applied as per [7].

8.3 Interaction with In-Kind procurement process
Communication and interface with DAs - see chapter 6.2.2 Step 2.

ANNEX 1: REQUIREMENTS TO THE DOMESTIC AGENCIES OR OTHER PARTIES

Req. ID Requirement Ref. chapter

Identification of CFSI
6.2.1 Step 1.

Communication and recording of CFSI.
1. Communication to IO staff / DAs/ contractors 

2. DAs / Contractors communicate to IO all the detected CFSI 
cases

6.2.2 Step 2 

Evaluation/ investigation of CFSI. 6.2.3 Step 3

Raise MAJOR NCR and proceed with NCR treatment till closure 6.2.4 Step 4

Supplier (generator of CFSI) rehabilitation (if required). 6.2.6 step 6
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